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Abstract 

The rapid adoption of cloud storage applications in managing large-scale data has brought significant challenges related to 
security and privacy, especially in direct user-to-cloud architectures. The problems encountered with existing systems include poor 
access control, weak delegation of credentials, and the absence of data integrity [12], [13]. Centralized infrastructures further contribute 
to risks such as single points of failure and heavy dependency on third parties [14]. This paper proposes a decentralized and secure 
cloud storage architecture based on Blockchain, InterPlanetary File System (IPFS), and Elliptic Curve Cryptography (ECC) to address 
these issues. ECC ensures highly secure data encryption, while IPFS provides distributed and immutable storage. Blockchain enables 
decentralized access control through smart contracts, ensuring secure data access and transparent auditing [11], [14]. Additionally, 
Proxy Re-Encryption (PRE) and Zero-Knowledge Proofs (ZKP) facilitate secure data sharing and authentication without compromising 
user privacy [11]. The proposed system enhances security, scalability, fault tolerance, and user ownership of data, making it a robust 
solution for next-generation cloud storage systems. 
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systems, distributed storage, smart contracts, cryptographic security, authentication, fault tolerance. 

 

1.INTRODUCTION 
The fast pace of the development of digital applications 

and online services has led to the explosive increase in the 
number of user-generated data, and cloud storage has 
become one of the essential elements of the contemporary 
computing system. Clouds are scalable, flexible, and 
cost-effective, and direct file user-to-cloud upload 
technologies are now common in the applications to help 
decrease server load and enhance performance. Nonetheless, 
there are serious security and privacy threats posed by such 
architectures. The recent research has found several 
vulnerabilities such as insecure management of upload 
credential, ineffective access control, uncontrolled file 
upload, and data integrity problems, which may result in 
unauthorized access, data leakage, and abuse of the 
resources. 

Traditional cloud storage systems are designed based on 
centralized systems where data storage, authentication and 
access control are operated by one service provider. Even 
though this model makes management simple it comes with 
its own limitations, including single points of failure, lack of 
transparency and high levels of third party trust. 
Consequently, customers do not have as much control over 
their information, and the threat of massive data breaches 

and system failures grows immensely. Decentralized 
technologies are also potential solutions to these challenges. 
The blockchain technology allows access control via 
distributed ledgers with impartiality and transparency, and 
the Interplanetary File System (IPFS) offers a 
content-addressable, peer-to-peer content storage system 
that can increase the availability of data and tamper 
resistance. Also, modern cryptographic methods like Elliptic 
Curve Cryptography (ECC), proxy re-encryption and 
zero-knowledge proofs are used to enable secure data 
encryption and controlled sharing and privacy-preserving 
authentication. 

The proposed paper is a decentralized cloud storage 
system based on the combination of Blockchain, IPFS, and 
ECC, to improve the shortcomings of the traditional cloud 
systems. The suggested model provides data confidentiality 
due to encryption, integrity due to distributed storage, and 
access control security based on blockchain-based measures. 
In addition, it allows sharing of data with security and 
flexibility and maintains privacy of users, which makes it a 
solid and scalable solution in next-generation cloud storage 
systems. 
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I.​ BACKGROUND 
The current cloud storage systems are becoming more of 

a architecture that enables the users to upload files to the 
cloud storage services eliminating overhead on the server 
side and enhancing scalability of the system. The model has 
three primary participants including the user of the web 
(client), the web server, and the cloud storage service. The 
communication between these parties is usually in a defined 
workflow that is made up of three steps; credential 
generation, file upload and the notification of results. The 
user requests an upload credential on the web server in the 
first stage. The user is verified against the server and a 
temporary uploading credential generated according to a 
defined set of security policies on file type, size, storage 
path and expiration time.  

The second step involves uploading the file to the cloud 
storage service by the user using the credential that is 
provided. The cloud service authenticates the credential and 
enforces the policies to be used before accepting the file. 
The last stage is a callback notification to the web server to 
check the status of the upload and update system records. 
Notwithstanding, the efficiency and scalability of this 
architecture, it creates complicated interactions among 
various entities, expanding the vulnerability to attacks. The 
cloud storage service will only generally verify the upload 
credential and not the identity of the user, so the system 
highly relies on the management of credits. Even minor 
policy misconfiguration of the credential policies, access 
control systems, and validation systems may result in severe 
security weaknesses. Recent studies have revealed that such 
systems have a number of serious security concerns such as 
the ability to achieve credentials without restriction, 
mismanagement of credential validity, file unrestricting, file 
overwriting, unauthorized access to files and spoofing of 
call-back notification.  

These weaknesses may lead to data breaches, resource 
abuse, and loss of data integrity, which puts more secure and 
robust architectures of storage into the spotlight. In order to 
meet these issues, new technologies like Blockchain and 
IPFS enable decentralized options that are more secure and 
transparent. Blockchain can guarantee immutable logging 
and access control and IPFS can guarantee distributed and 
tamper resistant storage. These technologies together with 
cryptographic protocols such as ECC are bases of secure 
and privacy-based cloud-based storage systems. 

II.​ PROPOSED SYSTEM 
This paper will suggest a decentralized, secure and 

privacy-saving cloud storage system through the 
combination of Blockchain, Interplanetary File System 
(IPFS) and Elliptic Curve Cryptography (ECC). The main 
task is to have the ability to surpass the shortcomings of 
centralized cloud systems, including single points of 
failures, no transparency, and poor access control and to 
have secure data storage and data sharing under controlled 
circumstances. 

A.​ System Overview 
The suggested system is a decentralized and secure 

cloud storage model that aims at addressing the constraints 
of the conventional centralized cloud designs. It 
incorporates Blockchain, Interplanetary File System (IPFS), 
and Elliptic Curve Cryptography (ECC) to provide high 

security, openness, and data control to users. Under this 
architecture the data owner will encrypt and upload files 
whereas the data user will seek access to the shared data. 
The cloud server will serve as a communication and 
coordination interface between the parts, and blockchain 
network will record the transactions, metadata, and access 
permissions, which cannot be changed. The system 
increases trust and reduces single points of failure and the 
overall system reliability, by eliminating dependence on 
centralized authorities. 

 

B.​ Data Prioritization and Data storage. 
The proposed system will store files encrypted by 

Elliptic Curve Cryptography (ECC) to guarantee data 
privacy. ECC offers high security, less key sizes, lowering 
the computation rates and making it resource efficient. ECC 
may be used together with symmetric encryption algorithms 
like AES (hybrid encryption) to enhance its performance. 
Once encrypted, the information is stored on IPFS, a 
peer-to-peer content-addressed storage network which is 
decentralized.  

The files receive unique Content Identifiers (CID) on the 
basis of their hash value. This makes sure that the slightest 
change in the file produces an entirely new hash and thus 
the data integrity and tampering is eliminated. Also, IPFS 
spreads data to more than one node enhancing availability 
and fault tolerance. 

C.​ Access Control Mechanism 
The proposed system uses the blockchain-based 

access control system to impose secure and transparent 
authorization. All the metadatas, accessibility and 
transaction records are recorded on the blockchain as 
unalterable records. This makes sure that access policies 
cannot be altered, deleted or forged by the malicious parties. 
In the event a data user wishes to gain access, the system 
validates such a request by reference to the records of the 
blockchain, which ensures that only legitimate users are 
permitted to do so.  

 
The blockchain structure is decentralized and 

eliminates the reliance on centralized authentication nodes 
and allows verification without trust. Moreover, it is 
possible to use smart contract-like logic to automate access 
control decisions and enhance efficiency and decrease 
human involvement. 

D.​ Secure Data Sharing 
            The system incorporates proxy re-encryption (PRE) 
to allow the secure and flexible sharing of encrypted 
information. Under this method, the data owner will 
produce a re-encryption key that will enable a semi-trusted 
proxy (cloud server) to convert encrypted ciphertext 
intended to be decrypted by one authorized user into 
encrypted ciphertext that can be decrypted by another 
authorized user.  
 
This system does not need to share the private keys directly 
and thus high levels of confidentiality. It is also fine-grained 
access control, and data owners can dynamically add and 
remove access. Consequently, the protection of data sharing 
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is realized without the loss of the security of the initial 
encryption keys 

 
 

E.​ Privacy-Preserving Authentication. 
 

          The suggested system applies the methods of 
zero-knowledge proof (ZKP) to enjoy privacy-respecting 
authentication. ZKP also allows a user to identify 
themselves or gain access without the revelation of sensitive 
data to grant privileges like passwords or personal keys. 
This will go a long way in minimizing the chances of 
credential leakage and safeguarding the privacy of users 
whenever they are going through authentication processes.  
 
Making sure that no sensitive information is revealed in the 
process of the verification, ZKP improves the overall 
security of the system and meets the requirements of privacy 
protection in the distributed systems of the modern era. 
 

III.​ METHODOLOGY 

A.​ DATA OWNER MODULE 
 
The Data owner module shall be responsible of 

uploading safe data, encryption as well as access of the 
proposed decentralized system. First, files are selected and 
uploaded by the owner of the data and then encrypted with 
the assistance of the Elliptic Curve Cryptography (ECC) 
which offers high confidentiality of the data with small 
computational requirements. The reason why this encryption 
is done is to protect the sensitive information against an 
unauthorized usage of the information when storing and 
transmitting the information. 

 
The encrypted data is subsequently uploaded to the 

Interplanetary File System (IPFS) it is stored in an intended 
and resistant to manipulation format. The hash of the file 
will be stored on blockchain with metadata as an Identifier 
(CID) of the file. This not only ensures data integrity is 
ensured but also enables the verification of the data to be 
done safely because any modification of the file will result 
in a different hash value. 

 
Determining access control policies is done by the 

owner of the data i.e. the users who are permitted to read the 
data and is kept in the blockchain as an unalterable record. 
This will provide safe and open access control. The data 
owner is also in position to trace the access of files and give 
the permission dynamically. To exchange data safely, the 
proxy re-encryption (PRE) is applied whereby encrypted 
data may be viewed by authorized parties without disclosure 
of the secret keys therefore guaranteeing the full ownership 
and control of data. 
 
 

B.​ CLOUD SERVER MODULE 
 

The Cloud Server Module serves as a point of 
coordination that helps the data owner, data user, IPFS 
storage, and blockchain network to communicate. The cloud 
server is decentralized but the system through which the 
request is handled and the operation of the system is 
managed is available in the cloud server. When a data owner 
uploads a file, the cloud server is fed with the encrypted 
data, which is safely transferred to the IPFS network to store 
and distribute the information. This strategy will make sure 
that sensitive data is not stored in one central place hence 
mitigating any data breach and enhancing reliability of the 
system. 

 
Along with data manipulation, metadata 

processing, such as file hashes (CIDs), storage references, 
and access logs are managed by the cloud server. When a 
file has been uploaded via IPFS, the hash is computed by 
the cloud server and stored on the blockchain with access 
permissions to it. This allows secure data verification, 
traceability and integrity verification. The cloud server also 
communicates with the blockchain to authenticate user 
requests such that only authorized user can access or 
retrieve specific files according to pre-determined access 
control policies. 

 
In addition, the cloud server provides availability 

of data, scalability, and an efficient access of files stored. 
When a request is sent by a data user to the server, the 
permissions are checked with the blockchain, and the 
relevant encrypted file of IPFS is recovered. It then 
transmits the information to the authorized user to decrypt. 
The module also has access logs to track the user activity 
and prevent unauthorized access. The cloud server provides 
better performance to the systems and retains the 
decentralized nature, confidentiality, and integrity of the 
overall storage system since it acts as a secure intermediary. 
 

C.​ IPFS MODULE 
 

One of the significant components of the suggested 
system is the IPFS Module which provides a distributed and 
tamper-resistant encrypted information data storage which is 
decentralized. Compared to the classical cloud storage 
systems that are founded on centralized servers, IPFS is a 
peer-to-peer (P2P) network, which means that data is 
distributed between multiple nodes. This eliminates single 
points of failure and increases system reliability, availability 
and fault tolerance significantly. 

 
When its owner uploads a file to the IPFS network, 

the file is encrypted before being transmitted to the IPFS 
network by the cloud server. IPFS divides the file into tiny 
fragments and publishes the file to multiple nodes and forms 
a Content Identifier (CID) which is the result of the 
cryptographic hash of the file. This is a mechanism of 
addressing which based on content that ensures that any file 
can be identified and altered.  

 
Any modifications to the file result in a completely 

new hash, and therefore integrity of the data is maintained 
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as well as it does not undergo tampering by the unauthorized 
personnel. The obtained CID is by this time stored on the 
blockchain with metadata and access control data in such a 
way that it can be traced and verified safely. The IPFS 
implementation equally offers good files retrieval and 
sharing across the network. The system will locate and 
retrieve the encrypted data using CID in the nearest or most 
responsive node to reduce the latency and maximise the 
performance of the system in case of a request by an 
authorized user of a file. Due to the potential of multiple 
copies of the data existing in the network, IPFS guarantees 
high availability even when the nodes fail. In addition, the 
module integrates well with the cloud server and blockchain 
whereby authenticated and authorized only requests are 
processed.  

 
The IPFS component enables a trade off  between 

the scalability, security, and performance of the 
decentralized storage and cryptographic validation to 
become one of the critical components of the proposed 
cloud storage system. 

 

D.​ DATA USER MODULE 
The Data User Module will be developed to offer 

safe, restricted, and privacy protecting access to files that 
are shared by the data owners within the decentralized 
system. It allows users to seek and get information and 
ensure that the protected contents are still accessed by 
authorized parties. The module provides interactive 
interface, where users are able to request access, view 
shared files and manage their permissions effectively. 
 

Upon a request presented by a data user to access a 
file, the system conducts authorization verification in the 
network of the blockchain. Access control information 
stored on the blockchain is permanent and readable, and 
only authenticated individuals have the right to advance. 
The system also uses zero-knowledge proof (ZKP) to 
increase privacy by enabling users to disclose their 
authorization without providing information that is 
sensitive, including private keys or credentials. This 
guarantees secure authentication and retention of the privacy 
of users. 
 

After a successful authentication of the user, the 
system makes use of proxy re-encryption (PRE) in a bid to 
safely allow access to the encrypted data. The proxy (cloud 
server) alters the original ciphertext such that it can only be 
decrypted by the authorized user. The user of the data then 
requests the file encrypted by the user of the IPFS network 
through the content identifier (CID) and then decrypts it on 
the local machine with the help of a personal key. This 
methodology will make sure that sensitive information will 
never be revealed in the process of transmission. Moreover, 
the Data User Module keeps a record of access logs and 
permission records enabling the user to monitor their access 
and confirm their access privileges. This increases 
accountability and transparency in the system. The module 
requires integrating blockchain-based authorization, 
ZKP-based authentication, and PRE-based secure sharing to 

provide a high level of data access security and efficiency 
with great privacy assurance. 

 

IV.​ EXPERIMENT  
The suggested decentralized cloud storage system 

was tested and installed in a controlled condition on the 
regular hardware settings. The system was installed on a 
machine with an Intel core processor (2.6 gHz) with a 1GB 
RAM and 160GB hard disk with a windows platform.  

User interaction was done through peripherals 
which included a standard keyboard and 15 inch monitor. 
This configuration offered a stable and economical platform 
to prove the viability and workability of the offered 
framework under conditions of a normal system. 
 

The implementation of the software was done 
through front-end and back-end technologies. Frontend 
interface was created with the use of HTML, CSS and 
JavaScript, which allowed data owners and data users to 
interact easily. The Python language was used to implement 
the backend system, which performs the encryption 
procedures and data management and communicates with 
decentralized elements, including IPFS and blockchain. The 
PyCharm Integrated Development Environment (IDE) was 
used to aid the development process by supporting the 
creation of the code, debugging process, and integration of 
the system. 
 

The experimental system is a system that combines 
Blockchain, IPFS, and advanced cryptographic technology 
to guarantee efficient and secure functionality. Elliptic 
Curve Cryptography (ECC) is used to encrypt files and then 
uploaded to IPFS where information is stored in a 
distributed and content-addressable format. Metadata and 
file hashes are stored in the blockchain layer and the access 
control policies are documented in an immutable format that 
provides transparency and security. Also, proxy 
re-encryption (PRE) can be employed to share data safely 
without the disclosure of any private keys, and 
zero-knowledge proofs (ZKP) can be employed to perform 
privacy-protecting authentication.  

 
The system functionality, reliability and security 

against unauthorized access were tested on several 
conditions such as uploading files, validation of access 
request, and retrieving secure data. 

V.​ DISCLOSURE AND RESPONSE 
 

The vulnerability of security disclosure and 
responding are critical in ensuring robustness, reliability, 
and trustworthiness of cloud storage systems. Further, 
within the suggested decentralized system, the possible 
security threats are also actively discovered and mitigated 
using a mixture of cryptographic methods, decentralized 
storage and blockchain-based access control regimes. The 
method will make sure that the vulnerabilities that are 
usually prevalent in traditional centralized systems have 
been greatly minimized. 
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The major security risks that have been addressed 
by the proposed system include unauthorized access, data 
tampering, credential use, and data leakage. Any sensitive 
information that is stored is encrypted with Elliptic Curve 
Cryptography (ECC) and this keeps the confidentiality even 
in the case the storage nodes are compromised. Distributed 
storage, which is made feasible by the application of the 
Interplanetary File System (IPFS), can remove single points 
of failure, as well as avoid exposing their data to centralized 
locations.   

The system has preventive mechanisms, as well as 
effective response mechanisms that are incorporated to 
address potential threats. Authentication between users is 
conducted with the help of the zero-knowledge proof (ZKP) 
methods where verification does not require disclosure of 
sensitive credentials thus ensuring additional privacy. The 
sharing of data is done with the aid of proxy re-encryption 
(PRE), where the key of encryption is not revealed in the 
data sharing. System access requests and access activities 
are all logged and monitored so that abnormal behavior like 
frequent unauthorized access attempts or suspicious 
transactions can be detected.  

 
On the whole, the proposed system has a 

secure-by-design paradigm, in the framework of which 
prevention and response systems are both embedded in the 
program structure. With the integration of encryption, 
decentralized storage, and blockchain-enabled verification, 
the system also provides high resistance to vulnerabilities as 
well as data integrity, confidentiality, and privacy of users. 
This renders the framework very appropriate in secure, 
scalable and trustworthy cloud storage applications. 

 
 

Technology Purpose Function in System
Elliptic Curve 
Cryptography 
(ECC) 

Data 
Encryption 

Encrypts user data 
before storing in the 
system 

Interplanetary 
File System 
(IPFS) 

Decentralized 
Storage 

Stores encrypted data
across distributed 
nodes 

Content 
Identifier 
(CID) 

Data Integrity 
Generates unique has
for each file to detect
changes 

Blockchain Access Control 
Maintains metadata, 
permissions, and 
transaction logs 

Proxy 
Re-Encryption 
(PRE) 

Secure Data 
Sharing 

Enables sharing of 
encrypted data 
without exposing key

Zero-Knowled
ge Proof 
(ZKP) 

Authentication 
Verifies users withou
revealing sensitive 
credentials 

 

VI.​ RESULT AND DISCUSSION 
The decentralized cloud storage suggested was 

successfully deployed and tested on different situations in 
addition to file upload, secure storage, validation of access 
request, and data retrieval. The system has shown the ability 
to integrate the use of the Blockchain, IPFS, and Elliptic 
Curve Cryptography (ECC) to provide secure and efficient 
data management. The experiment findings confirm that 
encrypted files can be safely stored in the IPFS network and 
can be retrieved with the help of the corresponding content 
identifier (CID) without the loss or integrity problems. 
 

ECC encryption tremendously enhanced security 
and also the computational overhead was a lot lower and 
thus the system was efficient even in resource-constrained 
situations. The storage system based on IPFS provided high 
availability and fault tolerance because it was possible to 
access files on the distributed nodes. Also, the blockchain 
layer was effective in imposing access control policies that 
made sure that only authorized users could access the 
requested data. Blockchain verification and authentication 
mechanisms were successfully used to mitigate 
unauthorized access attempts. Moreover, the 
zero-knowledge proof (ZKP) systems provided 
privacy-sensitive authentication, which avoids revelation of 
sensitive user credentials during authentication. Access logs 
were also kept by the system that enhanced transparency 
and ease of monitoring user activities. The proposed model 
exhibited high data security, integrity and user control as 
compared to the traditional centralized cloud storage 
systems. This has improved the reliability of the system by 
removing a single point of failure, and also, decreased the 
chances of massive data breaches because of the 
decentralized storage. In general, the obtained findings 
suggest that the suggested system offers scalability, 
high-security, and efficiency to the latest cloud storage 
problems, which is why it can be directly applied in practice 
when privacy is the primary concern. 
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VII.​ CONCLUSION 
In the present paper, the limitations of the 

traditional centralized cloud system have been addressed by 
presenting a decentralized and secure cloud storage 
framework. Secure data storage, efficient access control, and 
privacy of users are facilitated by the combination of 
Blockchain, Interplanetary File System (IPFS) and Elliptic 
Curve Cryptography (ECC). The system guarantees high 
levels of data confidentiality by encrypting data prior to 
storage and the use of distributed storage via IPFS to 
remove single points of failures. 

 
Immutable and transparent management of 

metadata, access permissions, and transaction records are 
ensured with the use of blockchain technology, which is 
why unauthorized changes are prohibited and trust is 
increased. Moreover, it can support privacy-preserving 
authentication by implementing proxy re-encryption (PRE) 
and share data safely and flexibly without exposing key 
information, and zero-knowledge proofs (ZKP). Through 
experimental evidence, it has been established that the 
proposed system is better in terms of security, scalability, 
and reliability than the traditional cloud storage models. It 
serves well to eliminate risks of unauthorized access, data 
tampering and data leakage in addition to offering full 
control of data to the user. On the whole, the suggested 
framework is strong and effective in solving the 
next-generation cloud storage systems, as this model will be 
applicable to the applications that may need high security 
and privacy. 
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